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INTRODUCTION



• Provides a set of rules for exchanging data between a client and a server

• Functions using a stateless request-response method

• Utilized HTTP methods for CRUD operations through:
⚬ Create ⟶ POST
⚬ Read ⟶ GET
⚬ Update ⟶ PUT or PATCH
⚬ Delete ⟶ DELETE

• Each resource in a REST API has a unique URL, which is used to access it

• Includes standard response status codes and response format types like XML and JSON

• Utilizes request Headers for authentication through different protocols

Translation:

What is REST API?
REpresentative State Transfer (REST)
Application Programming Interface (API)

Definition:



Working with
REST APIs

Postman

Swagger UI

Python via Requests Library

Java HTTP from Java Standard Library

C# using the built in HttpClient

cURL through many terminal tools

Common Tools



• REST APIs are essential properties in Teamwork 
Cloud that allow you to query data about user 
accounts, roles, projects, and that provide access 
and basic operations for the resources

• REST API also provides an administrator-friendly way 
to manage the server because it can be run in the 
text mode and in a shell script.

Teamwork Cloud provides a set of 
REST APIs for server management

• Administrator
• Webhooks
• Authentication
• Repository Management
• Model Management

Five Main Sections

A separate simulation toolkit REST API enables server simulations from scripts - 
out of scope for this presentation and covered in tutorials at MCSS

The Teamwork 
Cloud REST API



ADMINISTRATIVE 
METRICS



The JSON 
response can be 
imported into a 
Business 
Intelligence (BI) or 
data analysis 
tools for 
visualization and 
analysis

Teamwork Cloud 
provides several 
basic REST API calls 
for getting 
information about 
all the users, 
projects, categories, 
etc. on the server:

Metrics Overview



Example: 
Get All Users with Details
A single REST API call gets every user 
accounts on the Teamwork Cloud server

• Has optional parameters for additional properties and filtering
⚬ includeBody : If true, returns additional data about the user including Name, Email, and Department properties
⚬ type : Allows the results to be filtered by type of users (internal or external)
⚬ group : If true, returns information about the User Groups the users a member of
⚬ pattern : Allows for advance queries using Regular Expressions
⚬ modifiedDate : Allows for filtering by Modified Date

• When combined with data from additional endpoints, a full picture of the user account be created!
⚬ User Details : Name, Department, and other basic account information
⚬ User Groups: All User Groups the users is a member of
⚬ Role Assignments : All role assignments for the user including resource, scope, assignment date, etc.
⚬ Resource Assignments : All the Resources the user has access to and with what roles



Metrics Dashboards in PowerBI



ADMINISTRATIVE 
AUTOMATION



• Create users in bulk
• Update user information
• Disable accounts that haven’t logged in a specified period
• Verify and update User Group membership
• Check for and remove global scope assignments
• Manage user access control from a custom interface

Example Use Cases:

Automation Overview

• Python, PowerShell, Bash, or other languages that can 
leverage HTTPS request and JSON data

• One time or scheduled operation

Allows for automation and 
management using scripts



General Process:
1. Get all users via GET /osmc/admin/users?includeBody=true
2.Loop through each user

a. Convert the lastLogin value from Unix Epoch to DateTime
b. Check if lastLogin is within the 60-day window
c. If NO, put that user in a list to disable

3.Loop through each user to disable
a. Get the required user data
b. Update the enabled field to false
c. Update the user details via the PUT /osmc/admin/user

Optional Enahancements
• Set to automatically run at specified interval (e.g., weekly)
• Email users letting them know their account has been 

disabled

Using Teamwork Cloud’s REST API we can 
disable any user who has not logged in 
within the last 60 days

Example: Disable Users



Great for quickly standing up a test or demo servers!

General Process:
1. Get the server and input details from the user (hardcoded or via prompt)

a. Username/Password (if not using other method)
b. Server URL
c. CSV file location

2. Loop through the CSV file for each user
a. Build required JSON payload for the user

i. Username, Name, Department, Email
ii. Password
iii. Enabled (true/false)

b. Create the user via the /osmc/admin/user
i. Included JSON payload with user details

Optional Improvements:
• User Group creation and membership management
• Common category creation

Populating a Teamwork Cloud server with a 
list of known users is easy with the REST API

Example: Bulk User Creation

Example PowerShell script based on 
original import script written by 
Benjamin Krajmalnik



INTEROPERABILITY



Interoperability and the Digital Thread
In the System Engineering Vision 2035, INCOSE states that 
“The Future of Systems Engineering is Predominantly Model Based .”



A Practical Guide to SysML 3rd Ed

SysML as the Architecture



Background on REST 
API Payloads
Data is returned from the server using a few different 
protocols as shown on the screenshot of a reduced 
payload to get information about a TWC Category

Linked Data Protocol - w3 consortium
  -Defining structure for many of the project-level organization features

KerML model elements - OMG 
  -Element and relationship definitions

Dublin Core Terms - Dublin Core Metadata Initiative
  -Specific metadata fields for defining objects

Eclipse Modeling Framework

https://www.w3.org/TR/ldp-primer/
https://www.omg.org/spec/KerML/1.0/Beta1/About-KerML
https://www.dublincore.org/specifications/dublin-core/dcmi-terms/
https://projects.eclipse.org/projects/modeling.emf.emf


Using a “Drill Down” type of approach, 
analysts can find any data starting with a 

Category and/or a Project

The branch name and/or revisions can also 
be specified to find the exact snapshot from 

any time throughout the project’s history

Navigating the Project
Repository



Collecting Project 
Information

• Key information about the resource is clearly displayed

• Many convenient connection up and down the hierarchy 
are incldued by default
⚬ categoryID
⚬ trunkID

• Note that projects include a “.MASTER” signifier in the title, 
where Collaborator documents include a “.CC” in the title



The Need for Repetitive Calls

The example payload to the left demonstrates the structure 
returned when querying for all branches in a project

Note that this list of branches is returned as an LDP container 
and a JSON list of IDs are returned.
     Since no additional data is known at this point, queries
     will need to be looped in order to collect further 
     information

Secondary calls to query each of these IDs will expose further 
information such as:

• List of branch numbers
• ID
• Title
• Parent branch ID
• Author
• latestRevision

BE SURE TO LOGIN AND RUN ALL CALLS IN A SESSION TO 
AVOID USER LIMITS IN TEAMWORK CLOUD



Packages - LDP Container + UML Package
Part Properties = LDP Container + UML Property
Blocks = LDP Container + UML Class
IBD = LDP Container + UML Diagram
Many, many more . . . 

All elements exist with various types based on 
their database and model designations

Element Level Information

Programmers interacting with the API will need 
to have some level of UML/SysML knowledge to 
appropriately travers relationships and 
metadata fields built from these models

Looking through the Specification window can offer 
great insight into the composition of different diagrams

Every item in the model will have a server 
element ID which is reachable from the 
Specification window

Example specification for a requirement table

There are no direct relations to table entries within 
the specification and therefore the API.

Tables store query input information and would 
take significant effort to extract all information from 
the API.



Example: Activity from Cameo

Reduced set of Activity contents

NOTE: THIS RESULT COMES FROM THE ACTIVITY 
ELEMENT, NOT THE ACTIVITY DIAGRAM!



When peeking into the element information 
from the lists of Nodes contained in the activity, 
Incoming and Outgoing flows can be collected

Example: Activity from Cameo

WHERE ARE THE REST OF THE INCOMING AND OUTGOING FLOWS?



Next, a similar list of Edges in queried for more 
information. For Object and Control flows, 
Sources and Targets can be identified.

Example: Activity from Cameo

NODE TO NODE DIRECT 
FLOWS ARE CAPTURED



By then querying information from all of the edges 
in the previous slides (sources and targets), we can 
compile a true list of all of the control flows which 
travel through ports

Example: Activity from Cameo

The owner of these ports 
can be mapped back 
onto the activity nodes



Get all information from an Activity through an API query for the Activity 
Element ID

Query the API for information about all Nodes
          -Find all nodes and any flows which connect node-node

Query the API for information about all Edges
          -Find all flows which exist in the activity

Query the API for information about all pins
          -Developers must understand that object flows move through pins   
            which are not included as items in the Activity
          -Build mappings between each pin and its owning node
          -This list of pins comes from the mappings built in step 3

Compile a final hierarchy of:
          -Nodes
          -Control flows between nodes
          -Pins owned by each node
          -Object flows between pins

Further queries can be completed to capture all swimlane allocation 
relationships, types of control flows, recursive expansion for sub -activity 
information, applied stereotypes, etc.

Summary: Activity from Cameo



A Practical Guide to SysML 3rd Ed

Extending this Approach
This case example only 
discussed the 
possibility of exporting 
Behavior as an activity 
diagram

Similar approaches can 
be employed to extract 
information about 
requirements, 
structure, and other 
architecture for a 
system

This empowers developers to:
-Create skeletons for test cases and simulation workflows to be used in external tools

-Create documentation as code for detailed design teams
-Update models programmatically via model element updates



OTHER
FEATURES &

FUTURE WORK



Webhooks
“Webhooks allow you to get notifications pushed to a specified endpoint on 
predefined events in Magic Collaboration Studio instead of constantly polling for 
new data through REST APIs. You can listen to commit-type events in chosen 
resources or model elements and element-level events, such as commit or tagged 
commit.”



With the release of SysML v2, a new specification for the Systems 
Modeling API and Services is also delivered.

SysML v2 and REST API

Many capabilities are well aligned to the REST API shown in this 
presentation and through the TeamWork Cloud Swagger 
documentation.

Addition of Query capability has potential to 
simplify many of the traversal issues for 

interoperability.

Model experts can specify the queries required, and 
the interface developers will be relieved of knowing 

detailed model structure.

Pageintation is also introduced for API efficiency.

Diagrams from: Systems Modeling Application Programming Interface (API) and Services – v1 Beta 1 - OMG

https://www.omg.org/spec/SystemsModelingAPI/1.0/Beta1/PDF


For testing within the EEP, you can find the 
implemented Swagger 
at:https://<yourTeamworkCloudURL>:8443/sy
smlv2-api/swagger-ui/index.html

The SysML v2 release team is maintaining a 
cookbook as an Annex in the specification 
and a separate implementation via GitHub

SysML v2 and REST API

Query to find all part usages

https://github.com/Systems-Modeling/SysML-v2-API-Cookbook


QUESTIONS?
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